
Fraudulent Solicitations Target Reporting Entities: What You Need to Know

from FinCEN

Editor’s Note

This post is part of the ‘The Guillen Pujol CPA Group Guides,’ an initiative

dedicated to empowering international businesses with the knowledge and

strategies needed to navigate the complexities of the U.S. tax system and

financial strategies. Explore our growing library of guides for expert

insights and actionable advice tailored to your success.
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In a stark warning issued in December, the Financial Crimes Enforcement Network (FinCEN) sounds alarm on

a surge in fraudulent schemes targeting those required to report under the Corporate Transparency Act (CTA).

These scams, often disguised as official government communication, seek to extract sensitive information or

payments from unsuspecting victims.
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A Guide to Understanding FinCEN: Safeguarding Financial Integrity

FinCEN Sounds Alarm: Red Flags to Watch For

Fake Documentation

References to nonexistent forms like “Form 4022” or “Form 5102” are a clear indication of fraud.

Mentions of the fabricated “US Business Regulations Dept.” should raise alarms—this entity does not

exist.

Requests for Payment

Filing Beneficial Ownership Information (BOI) with FinCEN is free. Scammers may ask for

payments or fees related to BOI filings—do not comply.

FinCEN will never request fines or fees upfront via email or phone.
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Suspicious Digital Prompts

Beware of unsolicited links, attachments, or QR codes. These could direct you to fraudulent sites or

install malware to harvest your information.

Threats or Penalty Claims

FinCEN does not initiate correspondence about penalties via email or phone. Requests to pay penalties

through unverified channels are fraudulent.

FinCEN Sounds Alarm: How to Safeguard Your Information

Verify Communication Channels

Always confirm the legitimacy of any correspondence claiming to come from FinCEN. Directly contact FinCEN

or consult its official website for verification.

Stick to Official Platforms

File BOI reports only through FinCEN’s official portal. Avoid third-party websites or service providers.

Stay Educated

Familiarize yourself with genuine BOI requirements and reporting protocols. Understanding the official process

helps identify fraud.

Report Suspicious Activity

If you receive questionable correspondence or suspect fraudulent activity, notify FinCEN and local law

enforcement immediately.
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Why This Matters

The Corporate Transparency Act was designed to enhance financial transparency, but its implementation has

inadvertently opened doors to cybercriminals preying on reporting entities. By recognizing scams and

adhering to official channels, individuals and businesses can protect themselves and uphold the integrity of

the system. To understand FinCEN you can revisit our five-minute guide to understanding FinCEN.

Final Thoughts

Fraudulent schemes exploiting the Corporate Transparency Act highlight the importance of staying informed

and vigilant. Understanding the legitimate requirements and processes for filing Beneficial Ownership

Information is crucial to avoiding scams. By verifying all correspondence and reporting suspicious activity,

individuals and businesses can protect themselves and help deter fraudulent actors. Stay proactive and

cautious to ensure your information remains secure.

For additional guidance and resources, visit FinCEN’s Beneficial Ownership Information Reporting page.

The GPCPAs Advantage

At Guillen Pujol CPA Group, we help businesses navigate FinCEN’s

complex regulations

Our expertise includes:

Filing Critical Reports: Assistance with FBAR, Form 8938, and SARs.

Custom Compliance Programs: Tailored strategies for businesses in high-risk industries.

Real-Time Risk Management: Identifying and mitigating potential compliance risks before they escalate.

With our guidance, your business stays ahead of evolving regulations while bolstering financial practices and

reputation.
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Want to ensure FinCEN compliance for your business? Schedule a consultation with Guillen Pujol

CPA Group today. Our experts are ready to guide you every step of the way. Feel free to contacts us by

clicking the email icon below.
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AUP Reports for Lenders in Cross-Border Financing

Earn-Out Verification in International M&A: Using AUPs to Review Revenue Metrics

Agreed-Upon Procedures (AUP) Engagements in Cross-Border M&A: What They Cover and When

They Apply

Cross-Border Tax Reporting: When Risk Becomes Visible to the IRS in 2026

IRS Audit Triggers in 2026: How AI is Transforming Enforcement and What to Do to Prepare
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